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! Cyber Security

Cin mensei merdiven alti Uretilen bu cihazlar, parcalari farkl Ureticilerden toplanarak, iceris-
ine kasitli bir sekilde sisteme 6zel olarak tasarlanmis zararli ve dahili yazihmlar yiklenerek pa-
ketlenirler. Urtinlerin, Turkiye dahil bircok tlkeye kacak yollardan girisi saglanmaktadir. Ayri
bélgelerde toplanan parcalar farkli bir bolgede paketlenmekte ve bu cihazlar kagak yollarla
Ulkelerin pazarlarinda yer almaktadir. Urtinler Cin merkezli e-ticaret sitelerinde farkli marka-
lar altinda satilmaktadir. Turkiye icerisinde rastgele bir telefoncudan edinilen bir clone

Iphone cihaz incelenmek Uzere satin alinmgtir.

IPHONE
o Ugak modu

WEF | "FbertGW.ZTGRADZ 4GH = “ p »

Bluetooth

Cep Telefonu Sebeke

Gilveni mod

Cihazlar uygun fiyatlariyla satildigindan ve pahali markalarin dis gértunuslerine benzetilerek
tasarlandigindan 6tirii bircok kullaniclya ulasmayi basarmaktadir. ilk bakista bu cihazlarin
ust sinif imitasyon edildigi drtunlerden pek bir farki gérulmemektedir. Ancak donanim ve
yazilim seviyesinde karsimiza farkhliklar cikmaktadir. Klon bir Iphone icerisinde 10S degil an-
droid bulundurmaktadir. Ve donanim Ozellikleri incelenecegi Uzere alt seviye oldugu

gorulecektir.

www.gaissecurity.com

Istanbul : Saray Mh. Doktor Adnan Bilyiik
Office Park 2.Blok 10/21 Umraniye / Istanbul
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Hunting Malware in Clone Iphone

Cihazin ozellikleri bir program aracihgiyla goéruntulendiginde
sistem oOzelliklerinin Apple firmasina ait Iphone cihazi gibi
gosterilmeye calisiimistir. Ancak basarili olunmadigl anlasil-
maktadir. Cihazin mediatek firmasinin tGretmis oldugu 6580
kodlu SoC karti oldugu asagidaki gbrselde gorulmektedir.

> adb shell getprop

ro.board.platform]: [mt6580]
ro.boot.bootreason]: [wdt_by_pass_pwk]

ro.boot.hardware]: [mt6580]
ro.fota.platform]: [MTK6580_6.0]

Cihaz bir lightning kablo ile bilgisayara baglanmistir ve ADB

(Android Debug Bridge),iile calistirilan getprop komutu ile ci-

hazin tim sisteminin bilgileri gérunttlenmektedir.

MEDIATEK MT6580 SoC

4x ARM Cortex-A7 MPcore il Mali 400 MP GPU il 4x ARM Cortex-A7 MPcore

4 Cihaz icerisine Telegram mesajlasma

uygulamasi yuklendigi anda telefon
hakkinda bilgileri iceren otomatize bir
mesaj gelen kutusuna dusmusttr. Bu

“rly 4963 967962744

€ A3 e sriisem

, gelen mesajin bir online bot tarafindan
I | atildig| ve telefonun icerisinde backdoor
iceren bir uygulama tarafindan veri
giden bir sunucuda calistig
éngorulmustur. Ayrica cihaz icerisindeki
bir adware yazihlmin ekrana bastigl

rhcne: '?‘!31830’25 P 2 5 .
o Kz Phone: 12183180025 reklam gorulmektedir.
it et IESH App version: 4.9,1.9 (15973)
:E-x“: = 0S version: SDK 23
Device Name: samsungSM-J106H
Locale: ar
Error:

backdoor app ?
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Hunting Malware in Clone Iphone
> Adb shell

> pm list packages

shel1@8 plus:/ $ pm list packages

:com.mediatek.ppl

:com.snowfish.aios. launcher

:com.google.android. youtube
package:org.simalliance.openmobileapi.uicc2terminal
package: com.android.providers. telephony
package: com.adups. fota.sysoper
package:com.google.android.googlequicksearchbox
ackage:com.mediatek.camera

Sirada cihaz icerisindeki yuklli paketlerin konumlarina ve apk dosyalarina ulasilarak statik
kod analizi cercevesinde incelenmesi hedeflenmektedir. Adb ile 6ncelikle paketlerin konumu

ogrenilmis ardindan islemleri kolaylastiracak scriptler yazilarak tim dosyalara ulasiimistir.

AdupsFota.apk FprintCalibration.apk MiraVision.apk Uicc1Terminal.apk
AdupsFotaReboot.apk framework-res.apk MmsService.apk Uicc2Terminal.apk
ApplicationsProvider.apk FusedLocation.apk MtkCalendar.apk UserDictionaryProvider.apk
AtciService.apk FwkPlugin.apk MTKLogger.apk VoiceCommand.apk
AutoDialer.apk FWUpgrade.apk MtkMms.apk VoiceExtension.apk
Baidu_Location.apk FWUpgradeProvider.apk MusicFX.apk VpnDialogs.apk

base.apk Galaxy4.apk MyFiles.apk Wallet.apk
BasicDreams.apk Gallery2.apk NipService.apk WallpaperCropper.apk
BatteryWarning.apk GoogleKorealME.apk MNoiseField.apk webview.apk
Bluetooth.apk GooglePartnerSetup.apk Omacp.apk WristService.apk
BluetoothMidiService.apk GoogleServicesFramework.apk OneTimelnitializer.apk YGPS.apk
BSPTelephonyDevTool.apk HoloSpiralWallpaper.apk Packagelnstaller.apk zhixin-framework-res.apk

www.gaissecurity.com

Office Park 2.Blok 10/21 Umraniye / Istanbul
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Cekilen uygulamalarin zaman kazanmak ve 6n bir filtrasyon isleminden gecirmek icin asagi-
daki script vasitasi ile hashleri alinarak VirusTotal Gzerinden sorgulatiimistir.

Islem sonucunda geriye 12 adet apk dosyasi kalmistir. Bu apk dosyalarinin VirusTotal tarafin-

da zararli oldugu tespit edilmistir. Statik kod analizine baslanmasindan 6nce cihazin internet
trafigi kayit altina alip incelenmistir.

| AdupsFota.apk

| ailfreeder.apk 21/02/2020 03:1¢ APK File 1,666 KB

| denis.apk 21/02/2020 03:10 APK File

| FileManager.apk 21/02/2020 03:36 APK File 450 KB

| nawdl.apk 21/02/2020 03:08 APK File 281 KB

| nts.ppy.apk 21/02/2020 03:37 APK File 5

| qiangi.apk 21/02/2020 03:04 APK File 3,321 KB

| randomstring.apk 21/02/2020 03:30 APK File 32 KB
Safari.apk 21/02/2020 03:33 APK File B

| Telecom.apk 21/02/2020 03:44 APK Fi B

| xamk-game.apk 21/02/2020 03:20 APK File

| zuyun.apk 21/02/2020 03:32 APK File 2,749 KB

Cihaz uzerinde incelenen internet trafik kaydinda gorulecegi Uzere

€« 02-27 01:0603

cihaz tzerindeki bir takim uygulamalar Cin kaynakli dis sunuculara

1/ uoge umeng comyunify_logs
G 598 Kl

POST hirp:

post isteklerinde bulunmaktalar. Asagidaki resimlerde bu post

Brower 1k a0

YL

{"group™:"mikey","sdk":"23" 'deviceMode™:"8 un[w ULYNaZ] 1IN 29tLmoy

plus’ "LanguagP"'"Pn”uuld" "f63d2aca- D: MDUyMT EANTUWMTAOT imi cmdv (‘r'! C3RhbXAL0]E10DEYNZ kS(ﬂ-\' MD19fQ== HTTP/
¥ 3 en, s

e6b2-465b-8248-25a49869faaa’, Manufacturer ;. 3

*"iPhone","app™:"log", parent™."miku’,OSVersion User-Agent: Mozilla/5.0 (Linux; Android 6.0; 8 p}us Build/i0511.2; wv)

i’hane Call Mana momenl
T hitp i event aphd com/event php

® ecwall isteklerine detayll bakildiginda json formatinda verilerin gittigi
@ soo. | gorulmekte.

Safari
a . oo 8

. Overview Raqm Rmﬁl . .‘175 TMJ\ 9sbGy _Ilq Ivbil6ImFkd

3 e S ouc o Vimei - S50149GHOTANEINN  (erleebkit/s37. 56 (WML, Like Secko) Version/d.0 Chrome/
TCP 10 104 90 5460 mode":"zhixin_0904""BuildNumber”:"i0S11 Wi SR sy
Phone Call Mansgement © 2" "channel”:"miku_zhixin_0904" "logplureg”

1}

POST hirtpy:// age.armion com/ apl php
200 0%

www.gaissecurity.com

Istanbul : Saray Mh. Doktor Adnan Bilyiikdeniz Cd. No:4 Akkom
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Cihaz icerisindeki TCP baglantisi kurulan ve istek atilan sunucular trafikten export edilerek zi-

yaret edilmistir. Ardindan bu sunucular ziyaret edilerek Uzerlerinde Apache Jetty Websocket
cahstigr goralmustur. Cikarilan ve iletisim kurulan sunucular asagidaki resimde goérulmekte-
dir.

http://sdk.open.lbs.igexin.com/api.htm e x ==

http://sdk.open.amp.igexin.com/ X @ 183.13498.305227

http://d.gt.igexin.com/api.htm

http://s-gt.getui.com/api.php Y O e M A

auth:RequestDataError!

http://c-hzgt2.getui.com/

http://sdk.open.phone.igexin.com/api.php

http://sj54.nnmwm.com:90//upload/google c.action

— C @ Giivenlidegil | c-hzgt2.getui.com
28 ETRBIE S IsoniE O

C

NDFmOGFmYTQfiwgAAAAAAAAAQIZKLSKL IKyM;IOMDDSgiDic4vTlayUXs6d922z IKf9Te-mblCq BQCFbxOAKgAAADIWY2UzY WYz

< C  ® Givenli degil | sdkopen.ampi.igexin.com %

68231ec1000=0100 000 CECGu74p0*OND) DMO*wC 00000008000 SOO0pCwmOC0C01'0S00WOOS00a00000Ry0COIVOR2C~00WDmOBCOCLO\D0NONOO00.00X

L

Istek yapilan hostlarin arasinda dikkat ¢eken

.igexin” alan adina sahip domainler bulunmak-
tadir. Igexin bir android reklam sdk sidir. Kullanicilar hakkinda veri toplar ilgi alanlari, konum
bilgileri vs. gibi. Her igexin sdk surumu zararh davranislar gostermez. Ancak uygulama
icerisinde bulunan igexin suramau zararl bir sekilde calismakta ve kullaniciya ait hassas bilgil-
eri Cin'de bulunan sunuculara aktarmaktadir. http: // sdk [.] Open [.] Phone [.] igexin [.] com
/ api.php adresine istek atan igexin sdk strtumleri zararl davranis sergilemektelerdir.

Resimde goruldugu uzere sdk cihaz

tzerinde sms ve telefon cagrilarina

e A TR I ot OO TV CHRE" erisip ayni zamanda telefon cagnsi
o eSS UG st dnelend somlenrede s yapma ve sms gonderme gibi islemleri
<application> 5% 5 ERMNAE

e yapabilmektedir.

WwW. gaissecurity.com
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Netstat komutu ile cihazin anlik olarak yaptigl baglantilar gérintilenmekte. Gorulen ip ler ve
hostlar arastinldiginda sunuculara ve domainlere ulasiimaktadir. Burada daha 6nce cnc
panel olarak bir cok kez rapor edilmis bir ip adresi, cihaza surekli baglanti kuran ve encrypted

iletisim kuran bir ip adresi ayrica sdk in veri gonderdigi sunucular tespit edilmistir.

» netstat -natp
%Not all plocesses could be identified, non-owned process info will not be shown, you would have
)
Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address Fore1gn Address State PID/Program Name
57 0 192.168.1.53:59306 72.217.17.174:443 CLOSE_WAIT -
0 192.168.1.53:56348 dq 154.167.92:443 ESTABLISHED -
4 o LISTEN -
LISTEN -
- u LISTEN -
:35905 :: :183.134.98.30:5227 ESTABLISHED
=013y == B .53 206.17 43 CLOSE_WAIT
:60083 :: i . CLOSE_WAIT -
56884 :: = .58.206. 43 CLOSE_WAIT
56989 :: e .58.206. 43 CLOSE_WAIT
242130 :: - .58.206.170:443 CLOSE_WAIT
=56633 :: :173.194.69.188:5228 ESTABLISHED -

OFHHOHOOOOO
vivinunununnunwen
ad L d ad i i d

172.217.17.174 : 443 -> google
149.154.167.92 : 443 -> telegram
183.134.98.30 : 5227 -> cm-10-39.igexin.com
195.22.26.248 : 80 -> CnC Server
173.194.69.188 : 5228 -> google
183.131.24.149 : 5226 -> cm-10-47.igexin.com

Statik kod analizi tarafinda cihazdaki en ¢ok trafigi yaratan ve veri gonderen Safari.apk do-
syas! ilk olarak ele alinmistir. Apktool ve dex2jar aracglari kullanilarak apk icerisindeki class lar
okunur hale getirilmis ve incelenmistir.

Baksmaling classes.dex...
Copying assets and libs...
Copying unknown files...

Copying original files...

Safari_Extracted

: - I# apktool d Safari.apk Desktop | SAFARI + all= ~|l=
I: Using Apktool 2.3.4-dirty on Safari.apk
I: Loading resource table... [popm—
I: Decoding AndroldHanleEt,xml with resources... =
I: Loading resource table from file: /root/.local/share/apktool/framework/1.apk =
I: Regular manifest package...
I: Decoding fi ources. .. e iy
I: Decoding valu */* XMLs... [ r—
1:
2L
14
&

root @not4her0: -/Desktop/SAFARI/Safari_Extracted

inal Help

WwW. gaissecurity.com

Istanbul : Saray Mh. Doktor Adnan Blyuikdeniz Cd. No:4 Akkom
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AndroidManifest.xmil Save = 00 ol

android

Uygulamanin isteklerine bakildiginda uygulamanin cihazin hemen her yerine ve her turlG

kontrolUne erisim sagladigl gorintulenmektedir.
Uygulamanin igerisinde bir smali dosyasi

iget-object v@, p@, Lw/Bir;->c8XA:Ldalvik/system/DexClassLoader;

: incelendiginde DexClassLoader kullanildig
return-object v@

AR fark edilmistir. DexClassLoader yiiklenen
.method public final c8XA(Ldalvik/system/DexClassLoader;)V e .
locals 2 Zararsiz gorunen bir uygulamanln sonra-

iput-object pl, p®, Lw/Bir;->c8XA:Ldalvik/system/DexClassLoader; dan internet Gzerinden U|a§t|g| Ve encrypt

sget v0, Landroid/os/Build$VERSION; ->SDK INT:1 edilmis halde indirdigi zararli class lari
const/16 v1, 6x33a yuklemek icin kullantlir. Kotd amagli
if-le v@, v1, :cond @ yazilimlar bunu gizlenmek icin kullanirlar.

public class SONURICESRFIR |
public static String(] AMP_ADORESS_IPS;

public static String[]
public static String[] CONF

public static String[] IM

public static Str

[] STATE_ADORESS_IPS;
public static String[] XFR_ADDRESS_BAK;
private static final Object a = new Object();

private static String[] b;

private static String ¢ = “HI®;

private static String(] d = new String([] ( "socket sdk.open.talk.igexin.com:5224%, socket sdik.open.talk.getui.net:5224 alk.gepush.com:522 4
private static volatile String e;
sta

LES ADDRESS IPS {
INC ADDRESS JPS = mew String[] {

Uygulama icerisinde SDK class lari incelendiginde uygulamanin baglanti kurdugu ve veri gon-

1k . ope:

derdigi adreslere ulasiimaktadir.

WWWw. gaissecurity.com

Istanbul : Saray Mh. Doktor Adnan Biiyiikdeniz Cd. No:4 Akkom
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= public class p {
a public static void a() {
try {
Bundle bundle = (g.f.getPackageManager().getApplicationInfo(g.f.getPackageName(), 128)).metaData;
B if (bundle |= null) {
Iterator<String> iterator = bundle.keySet().iterator();
= while (iterator.hasNext()) (
String str = iterator.next();
= if (str.equals{“PUSH_DOMAIN")}) {
StringBuilder stringBuilder = new StringBuilder();
this();
a.p(stringBuilder.append(”PUSH_DOM
albundle.getString(str));
break ;

IN: ") .append{bundle.getString(str)).tostring());

} catch (Exception exception) {
a.plexception.toString());

= private static void a(5tring paramString) {
SDKUrlConfig. setifraddresslos(new String[] { "socket://xfr.” + paramString + ":5224" )
2.D("XFR_ADDRESS_IPS5:" « SDKUrlConfig.getXfraddress()[@]);
SDKUrlConfig.XFR ADDRESS BAK = new String(] { "socket xfr_bak.” + paramString + ":5224" };
a-D{"XFR ESS_IPS_BAK:™ + SDEUrlConfig.XFR ADDRESS BaK([@]):
SDKUrlConfig.BI ADDRESS IPS = new String(] { "http://bi.” + paramString + “/api.php” };
B-b("BI_ADDRESS_IPS:™ + SDKUrlConfig.B] ADDRESS IPS[@]);
SDKUrlConfig. CONFIG ADDRESS IPS = new String[) { “"http://config.™ + paramString +» “/api.php™ };
2.D("CONFIG_ADDRESS_IPS:" + SDKUrlCon¥jig.CONFIG ADDRESS JPS[@]);
$HL'LJL1_C_Q_“‘:'E-5M_E_-ID:QEE5§ IPS = new String(] { "http://stat.” + paramString + “/api.php™ };
2.D("STATE_ADDRESS_IPS:" + SDKUrlConfig.STATE aQQil;ﬁ& 1PS[e]);
SDKUr1Confis. LDQ_DDBLSS_IP_S = new String[] { "http://log.” + paramString + “/api.php™ };

a.-b(~LOG_ SS_IPS:" + SDKUrlConfig.LOG ADDRESS IPS[@]);
SDKUrlConfig.AMP ADDRESS IPS = new String[] { "http://emp." + paramString « "/api.hte" };
a-b("am S5_IPS:" « SDKUrlConfig.AMP ADDRESS 1PS(8]);

SDKUr ],;Q ig.LBS ADDRESS JIPS = new String[] { "http://1bs.* + parsmString + “/Japi.htm® }
DRESS_IPS:” + SDKUrlConfig. Lﬁ.s_m_f.bﬁ_.{_.irﬂl‘

IHQ_QDEE&S_IEE = new String(] { "http://inc.”

3 S_IPS:” « SDEUrlConfig.INC ADDRESS IPS[@]);

+

paramString « “/epi.php® };

Burada daha sonra kotucul sunuculardan cekecegi ve veri gonderecegi baska sunucularin
domain yapilandirmasi gorulmektedir. Cogu ayni Apache Jetty WebsSocket sistemini kullan-
maktadir.

Asagidaki gorselde cihazin root yetki kontrolt yaptigi gorulmektedir.

» public class ShEllutinzs {
public static final String COMMAND_EXIT = "exit\n";

public static final String COMMAND_LINE_END = "\n";
public static final String COMMAND_SH = “sh";
public static final String COMMAND_SU = “su";

private Shellutils() {
throw new AssertionError();

public static boolean checkRootPermission() {

boolean bool = true;

if ((gxecCommand(“echo root™, true, false)).rgsult != @)
bool = false;

return bool;

public static String MessageDigest(byte[] paramdrrayOftyte) throws Exception {
return HexUtil.toHexString(MessageDigest. getInstance(SHA-1").aigest(parasirray0fbyte));

public static void RSACipher(byte[] paramArray0fbyte) throws Exception {
KeyPairGenerator k R

PairGenerator = KeyPairGenerator.getInstance(“RSA®);

Soldaki gorselde ise cihazin sunucularla veri

“’2: .,,__o‘;;,:':“:f;;i._M;,._._,,,.,,,..-,:,o‘b,,,_.., alisverisi yapacagl sirada kullanacagl en-
cipher (2, keyPair.getPrivate());
uaEav« a.f‘-‘n..e = np"gf .
) Systes.out.printin(“RS

cryption ve encoding islemlerini

gerceklestirdigi kisim gérunmektedir.

public static void main(String[] parasirray0fString) throws Exception {

BASEEA( "k .getByte
" 03 . get ;
MDSH rld”.getBytes());

“.getBytes());
".getBytes(), 'c.r.s'.-.
.:e:B teh' H

0 " .getBytes(

WWW ﬂr3|
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Burada sdk in |Iet|:§|mde kullanacagl |d key ve secret kodlarl gorulmektedir.

Medium (8)

Improper Export of Receivers (5)

Improper Export of Services (3)
joy7.energysh.service DemoPushService
comygsg.vrm.efhe Ulzi

Use of Insufficiently Random Values (26)
[Users/hdck2sec/Library/Application Support/Yaazhinifr/sources/w/wP java (1)
JUsersfhdck2sec/Library/Application Support/Yaazhinifr/sources/w/NT java (1)

File Path : AndroidManifest.xmil

277, <receiver android:names "com joy7. satari service. DownloadReceiver> < freceiver>

278, «<service android:names“com. joy7 satan service DownloadService™ android-enabled="true"></service>

279, <service android:names="com. joy7.satar.servioe WebDownloadService” android-enabled="true”></service>

280. <sefvice androiciname s "com.joy7.safari serwcnUDdahSef\flce android-enabled="true"></service>

281, <activity android.theme="@style/Theme. 'rml android-nam4 s “com.jay 7.satan ﬁ1wﬂ¥|mmla|MMlMl'l' androsd-excludefromRecents s irue”
android-taunchModes "singleinstance” > <M tivity»

282 <mets-data android:-name="PUSH_APPID" android:value="IgRAJL5jDsS5 YOIKBOmitzr"/>

283, <meta-data androld-name="PUSH_APPKEY" android-values"WMTAOeeDodBqRFEMAUSI24%/>

284,  <meta-data android-name="PUSH_APPSECRET" android:values “TTIIWISHVSTOEY TeXx1GQ8" />

285 2

286, <intent-filter>

287.  <action android: names"com.igexdn. sdk.action. unﬂm.mmge ufacuonr

288, <fintent-filter> ==

289, </service>

280, <receiver androkd:name="com.igexin.sdk.PushReceiver*>

Uygulama cihaz icerisine database olarak depoladigi reklam objelerini ekrana basmaktadir.

_id  key offerid title mainContent iconimageUr mainimageUri bannerimageUri
641 ns - Strat obile MMORTS b hitp:/igp.apiv hitp:/igp. apivT com/apkimg

642 ad - akbank dir Akbank Direk nitp:/igp.apiv7 comiapkicon. . hitp./igp. apivT comiapk/pe

643 - akibank dir Akbank O hitp:/igip. apivT com/apkicon. .. hitp.iigp.apivT.com/apk/pic/

644 1 - akbank dir Akbank Direkt Mobil uyguia . hitp:/igp.apivT .com/apkicon...  hit p.3pivT. comiapkp

An easy and convenie

0p.aphvT comiapk/pic

An gasy and
Akibank D

Akbank

Icon NELp:/ Q. APAW T COMJa Pl pic hittp:iigp.

“ESAXMIIASIIE" rame="last_requast_list_time'/

B e "wninstall_ m, shsrwThma’

1 og_level

“controlActive” > 100.0 </ strng

“advertisingid” - 31 5e3dal WM A3 a0 be-BIMICHEITT < /ot

“uste_sgant_string", Marilla] 5.0 (Linus; U; Andredd 6.9, br-tr; 8 plis Bulld/I0S11.2) ApplaWebin/S17.36 (KHTML, ks Gecks) Varsion /4,0 Msbide Salarl/ 37,36 s

Yandaki gorselde

“ee_lnle" nlw _thixin_B904 </

'“"““" uygulamanin  cihaz

. 'l\-lﬂlﬁﬂl)lll

wm*..:' | hakkinda depoladig

mre-w imberval > 1.0 fuirings

:: ::; :‘.":.:«"Aﬂ.w ooem aatutu ABenchMark seg v lyl| raryjbe jqyracl, cons babde map location,cn.nts. ppy,oom. samchrivtianses loverlander drodd, < str & al Ve S u n u c U u Ze rl n de n
"0 namesin, dd-ltr - P .

T gonderdigi bir xml do-
::Insu::;

i syasi bulunmaktadir.
LTt

Burada telefon nu-

» I'-ﬂlhlﬂ‘ 0.1«

: ‘-’-‘Z";;;{-}i:‘g'ﬁ'&'&:"::;','ﬂ marasi dahil bir cok
o ram s:::; ) . i i .
S, ; veri gonderilmektedir.
. H‘imﬂ!ﬂl‘k. :::-:‘-::fm-"m!.

&
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GAILS

Cyber Security

Bir baska uygulama incelendiginde ayni sekilde icerisinde barindirdigi zararl sdk tzerinden
kullaniciya ait hassas veriler uzak sunuculara toplanmak tzere gonderilmektedir.

zuyun.apk ??

<?xml version="1.0 coding="utf-8" standalone="no"?><manifest xmlns:android= s Che
android:compileSdkVersionCodename="9" packag om. zuyun.net" platformBuildVersioncC
<uses-permission android:name="android.permission.INTERNET"/>
ses-permission android:name="android ACCESS NETWORK STATE"/>
iIses-permission android:name="androis TASKS
es-permission android:name="android 5¢ IFI STATE
<uses-permission android:name="androic on.READ PHONE STATE
|

n.WRITE EXTERNAL STORAGE

n.RECEIVE BOOT COMPLETED"/=>

mission android:name="andro
<uses-permission android:name="android.permissio

<uses-permission android:name="android.permis n.READ EXTERNAL STORAGE
<uses-permission android:name="android.pe LS .FOREGROUND SERVICE
<uses-permission android:name="android.permission.WAKE LOCK"/>

package com.umeng.commonsdk.stateless;

public class a {
public static String a = "native";

public static String b = "*; public class UMServerURL {

public static String DEFAULT_URL = “[EBs://ulogs.umeng.com/unify_logs";
public static long ¢ = 2097152L;

public static String OVERSEA_DEFAULT_URL = "JEEs://alogus.umeng.com/unify_logs";
public static long d = 2@4800L; .

public static String OVERSEA_SECONDARY_URL = "HEE@s://alogsus.umeng.com/unify_logs";
ublic static final String e = "stateless"; . ; .
P g : public static String SECONDARY_URL = “[itEPs://ulogs.umengcloud. com/unify_logs®;

public static String £ = "li#ps://plbslog.umeng.com”;

"
nil

public static String g

—t

public static String h = "lEEPs://ouplog.umeng.com”;

Turkiye pazarinda da bulunan ve icerisinde bir ¢ok zararli yaziim ve arka kapi barindiran bu
cihazlar kullanici hakkindaki hassas icerik ve verileri uzak sunuculara gondermektedir. Bu ci-

hazlarin kullanimi oldukca yaygindir. Tamamen gizliligi ihlal etmektedir.

WwW. gaissecurity.com
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