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Medusalocker Ransomware 

lnterProbe 

FBl(Federal Bureau of lnvestigation), CISA(Cybersecurity and lnfrastruc­

ture Security Agency) and FinCEN warned against Medusalocker Ransom­

ware which made its debut into Ransomware Sector in 2019 and showed 

new activities around May 2022. Medusalocker ransomware targets health­

care sector and it is one of the malwares that abused Covid-19 pandemic. 

The Malware thought to be adopted RaaS(Ransomware as a Service) busi­

ness model which can be summarized as a business model where malware 

developer selis its ransomware to other adversaries to spread the malware 

then split the ransom. %55-60 of the ransom is paid to one account and 

remaining ransom is transferred to another. This supports RaaS model is 

used in Medusalocker 
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Figure 6 - Ransom note, it contains e-moil ond .onion domoins that is used to communicate the ottocker. 

Malware drops ransom note on every folder that contains encrypted files. 

Extension of the encrypted files differ on different variants. 

1 beautıfy.Js.marlock011 ',25·2022 702 AM MARLOCK0I I Fıle JI KB 

1 hexed.ocx.marlock011 7,2\:2022 7 02 AM l.1ARLOCK011 F,ı, 3'7 KB 

-, HOi'/_ TO_RECOVER_OATA.html ',25.-2022 7:02 AM M,c,o,cft Edg, H. 5 KB 

ti ,TextFılttr>.dll J2!1J>2016 3:5() AM Applı<.,tıon �:den .. 25 KB 

1 1Textfılt�r<.tlb.marl0<k011 0:25.-2022 '02 AM MARLOCK0l 1 Fıl< 9 KB 

ti ı TextSharp.dll 12'1J>2016 35.:)AM Applıc-,tıon e::dtn .. 3,343 KB 

1 ı•va.hılıghter.marlock011 ',25.-2022 7 02 AM MARLOCK011 F,1, 9 KB 

1 JS_Jpı.b.t.mJrlocl-\)11 ::25-2022 7:02 AM MARLOCK011 Fılc 9 KB 

1 JS_UI_RtJdm,.t:xt.marlod:011 :,25·2022 702 AM MARLOCK011 Fıl< 9 KB 

Figure 7 - Encrypted fi/es and ransom note. in this variont extension for encrypted fi/es is ".morlockOW 

Threat actors mostly uses Phishing e-mails and poorly configured 

RDP(Remote Desktop Protocol) services to gain access. 
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Lilith Ransomware 
lnterProbe 

Lilith Ransomware is discovered by a researcher named JAMESWT 

and made public around mid-July. Malware targets 64-bit Windows 

systems and developed in C/C++ language. it drops a ransom note to 

every folder enumerated while file encryption and adds .lilith 

extension to encrypted files. 

Figure 8 - Post that made Lilith Ransomware public I Source: https:/ /twitter.com/JAMESWT _MHT /status/1544946534915219456 

in ransom note, it says encrypted files are leaked before the 

encryption and will be publicly available via Tor if victim doesn't 

contact to threat actor in 3 days. Threat actor uses a messaging 

application named Tox Chat to communicate with victims. Ransom 

note also contains Tox Chat id to communicate with threat actor. 

Figure 9 - Lilith 0nion leak site ISource: https://blog.cyble.com/2022/07/12/new-ransomware-groups-on-the-rise/ 

Researchers at Cyble have obtained interesting findings about the 

malware. According to these findings, it is a possibility that Lilith 

Ransomware gotten some of its code with BABUK Ransomware. The 

ransomware enumerates and kills a list processes which could 

prevent ransomware from encrypting important data (Database 

applications as example). 

Figure 10 - Lilith Ransomware exclusion list I Source: https://blog.cyble.com/2022/07/12/new-ransomware-groups-on-the-rise/ 

Ransomware seen while excluding files with .exe,.dll and .sys 

extensions. in addition to those files ransomware also contains an 

exclusion list, which is thought to be list of files that would break the 

system or ransomware itself if any of them is encrypted. Researchers 

at Cyble noticed that this exclusion list contains a file named 

"ecdh_pub_k.bin". This file is known as a part of BABUK Ransomware 

encryption module. This finding supports that Lilith ransomware gets 

some of its code from BABUK ransomware. 
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