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INTERPROBE HAKKINDA

InterProbe, 6zellikle hassas faaliyet alanlarinda ¢alisan kuruluslarla beraber her sektérden
kuruluslarin degisen teknolojik ihtiyacglarini karsilamak icin benzersiz Grunler, cézimler ve
hizmetler tasarlar.

Yuksek nitelikli mihendisler ve uzmanlardan olusan ekibimiz ile yeni nesil teknolojileri
tasarlamakta ve Uretmekteyiz. Gelistirdigimiz yazilimlarimiz ile isinize deger katmak icin calisan
gercek bir ortagiz.

Ankara'daki merkez ofisimiz, istanbul Teknopark subemiz ve yurt disinda Azerbaycan, Katar ve
Kazakistan'daki ofislerimiz ile diinyadaki tim kuruluslara stratejik ¢ozimler sunmaktayiz. Ar-Ge
yatirimlarimiz ve guivenlik teknolojilerindeki trendleri yakindan takip etmemizden dolayi
uluslararasi captaki kuruluslarla is birligi yapmaktayiz.

Turkiye'nin kalkinmasi ve buyumesi icin gli¢li bir sorumluluk duygusuna sahibiz; bu duygu,
calismalarimiza yon veren en guclu arzudur. InterProbe, 6zellikle gen¢ mezunlarin ve Universite
ogrencilerinin yetkinlik ve becerilerini gelistirmeye yonelik egitim ve staj programlari
duzenlemektedir. Ayrica gencg yazilimcilara proje destegi vermek icin kaynak ayirmaktayiz.

Bircok basarili projeye imza atan Pavo Grup sirketlerinin bir parcasi olarak ulusal kaynak ve

yeteneklerle gelistirilmis uctan uca ¢cézimleri biinyemizde sunmaktayiz:

Savunma sanayiinde uzun yillardir faaliyet gosteren ve agirlikli olarak dijital iletisim ve gomulu
yazilim alanlarinda hizmet veren PAVOTEK,

Elektromekanik Uretim, montaj (SMD,THT) ve test konusunda uzmanlasmis olan PANOD,

Aviyonik sistemler, askeri elektronik ve iletisim sistemleri, biyomedikal ¢é6zimler, glc
elektronigi ve loT alanlarinda faaliyet gésteren PAVELSIS,

Ag guvenligi Grlnleri ve anahtarlama yoénlendirme cihazlari tasarlayan ve ireten PNETWORKS

Veri merkezleri icin insaat, altyapi ve kurulum hizmetleri sunan InterData olmak Uzere gelecege
emin adimlarla ilerlemekteyiz.

brose @ Cyber Fusion Center
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GiRIS / YONETICi OZETI

Giris

Siber guvenlik her gecen giin daha fazla 6nem kazanmakta. Artik bir sistemi ele gecirmek ya da o
sistemi saldirganlardan korumak ¢ok daha zor. 2000'li yillarda basit telnet zafiyeti ile ele
gecirilebilen sistemler, standartlasmis kutiphanelerin kullaniminin yayginlasmasi ve siber guivenlik
bilincinin artmasi gibi sebeplerden dolayi artik eskisi kadar yaygin degil. Bu nedenle saldirganlar da
yeni stratejiler edindiler. Artik givenligin en zayif halkalarindan birinin insan oldugu daha fazla
goze carpti ve oltalama saldirilarinin etkinliginin arttigi géruldu. Saldirganlar bunun yaninda yeni
bir zafiyet bulundugunda glincellenmesi zaman alacak sistemlerinde pesinde kosar oldular. Tabi
her ne kadar bu teknikler etkili olsa da saldirganlar bununla beraber tekniklerini farkli yollarla
degistirmek durumundalar aksi takdirde imza tabanl tarama sistemleri tarafindan hizlica tespit
edilirler. Bu nedenle saldirganlar génderdikleri zararli kodlari degistirmenin hizli yollarini
gelistirdiler. imza tabanl sistemler bu tehditleri tespit etmekte yetersiz oldugundan hamle yapma
sirasinin onlara geldigini anlayan siber glivenlik ekipleri zararh yazilimlarin davranislarini takip
etmenin daha etkili oldugunu fark ettiler.

Bu noktada siber gulivenlik ekiplerinin mevcut trendleri takip etmesini kolaylastirmak adina
InterProbe Fusion Center ekibi olarak InterProbe Zararli Yazilim Bulteni'nin ilk sayisi ile
karsinizdayiz. Bultenimiz teknik detaylar ile fazla mesgul olmayan ve siber giivenlige dair ilgisi olan
hemen herkesin anlayabilecegi bir dilde, trend olan zararli yazilimlari, zararliyi kullanan tehdit
aktorlerinin mevcut aktiviteleri ve kullandiklari yeni teknikleri bulunduracak sekilde aylik olarak
yayinlanacak.

Keyifli okumalar.

Yoénetici Ozeti
Haziran ayi, Farkli farkli zaralilarin ortaya ¢ikmasiyla olduk¢a hareketli gecti. Lockbit 3.0'in da

cikmasi ile Temmuz daha hareketli bile olabilir. Bu dokiimanda sizin icin asagidaki maddeler
hakkindaki arastirmalarimizi derledik:

e Rust ile yazilmis olan Blackcat fidye yazilimi Microsoft Exchange’de bulunan CVE-2021-34473
ve CVE-2022-21846 numarali uzaktan kod calistirma zafiyetlerini somuirmeye basladi.

e Malibot olarak adlandiriimis yeni bir banking trojan’i ortaya cikti. Ozellikle ispanya ve italya
bolgesindeki bankalari hedef aliyor gibi gérinuyor.

e Arastirmacilar BRONZE STARLIGHT apt grubunun fidye saldirilarini bir sasirtmaca olarak
kullanarak grubun asil motivasyonu oldugu dusuinulen veri sizdirma islemini
gerceklestirdiklerini gésteren bulgular elde etti. Bu bulgulara gére HUI Loader Zararlisinin
Cin destekli apt gruplarinca ortak kullanildigi gérultyor.

e Quantum .Lnk Builder adinda bir ara¢ hacker forumlarinda satisa gegcti. Zararli Windows
kisayol dosyalari olusturmak icin kullanilan araci satan tehdit aktorl, aracin Dogwalk

zafiyetini kullanarak zararli e-postalar olusturabildigini paylasti.

e Lockbit 3.0 duyuruldu. Websitelerinde de bazi degisiklikler yapan tehdit aktorlerinin,
websitelerine bir Bug Bounty programi ekledikleri de goéruldi. 0

brose @) Cyber Fusion Center
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01 | BlackCat Ransomware

BlackCat, ilk olarak 2021 yilinin Kasim-Aralik aylarinda saglamis oldugu hizmetleri yer alti
forumlarinda tanitmaya basladi. Kendilerini yeni nesil ransomware grubu olarak tanitip ALPHV
ismini alarak ransomware pazarina adim attilar. Bilindigi Uzere ozellikle BlackMatter ve REvil
ransomware gruplarinin faaliyetlerini durdurmasi piyasa da yer alan boslugun doldurulmasi
anlamina gelmekteydi. CunkuU bir cok sektor de oldugu gibi ransomware de bir pazar haline
dénusmus durumda.

BlackCat, alisiimadik sekilde Rust programlama dilini kullanmaktadir ve yatayda ilerlemek istedigi
zaman Windows 6zelinde PsExec gibi Microsoft'un aracglarindan faydalanmaktadir. Windows ve
Linux isletim sistemlerinde c¢alisabilmektedir.

[OPTIONS] [SUBCOMMAND]

Access Token

Run as child process

Invoked with drag and drop

Drop drag and drop target batch file
Print help information

Enable logging to specified file

Do not discover network shares on Windows
Do not self propagate(worm) on Windows

Do not propagate to defined servers

Do not stop VMs on ESXi

Do not stop defined VMs on ESXi

Do not wipe VMs snapshots on ESXi

Do not update desktop wallpaper on Windows
Only process files inside defined paths
Run as propagated process

Show user interface

Log to console

BlackCat Ransomware’in ¢alistirma secenekleri

BlackCat ile ilgili Aralik 2021'den bu yana bir cok haber goértuyoruz. En 6nemlilerinden birisi ise
Haziran ayinda tekrar gindeme gelen BlackCat'in exchange sunucularini hedef aliyor olmasiydi.
Oncelikle Rust programlama dilini kullaniyor olmasi yalnizca geleneksel gtuvenlik ¢cézimlerini
atlatmak ile kalmayip ayni zamanda tersine muhendislik islemlerini de guglestirmektedir.

BlackCat hangi gluvenlik aciklarindan faydalanmaktadir?

2022 yilinin Haziran ayinda yapilan haberlere bakildigi zaman son dénemlerde guvenlik yamalari
gecilmemis Exchange sunucularini hedef alindigini sdyleyebiliriz. Microsoft tarafindan 13 Haziran
2022'de yayinlanan Guvenlik yamasi uygulanmamis Exchange sunucusuna giris senaryosuna goz
atabiliriz. Sekil 1'de yer alan gorsel, BlackCat zararli yaziliminin exploitation adimlarini
gostermektedir.

& prosc @ Cyber Fusion Center
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Givenlik yamasi cmd.exe ve net.exe Zararh yazihm veya Gorev RDP kullanilarak Verilerin sizdinimasi BlackCat'i etki alaninda
olmayan Exch ligiyla sistem Yéneticisi kullanarak hedef sistemde icin yeniden adlandirilan yaymakicin PsExec

sunucuna erisim ve ag bilgilerini toplar kimlik bilgilerini oturum agilir, MEGASync ve RClone kullanilir. kullanilir.
calmak i¢in LSASS kullanilir.

&

WMIC ve mount edilen
ag paylasimlanim kullanarak
uzak cihazlardaki verileri belirler.

ADRecon ve ADfind araciligiyla
Active Directory
ortamindan bilgi toplar.

Hem veri sizdirma
hem veri sifreleme

Sekil 1: BlackCat exploitation adimlari | kaynak: microsoft.com

BlackCat Ransomware’in siklikla kullandigi CVE listesi:

15 Haziran 2022 tarihinde Microsoft tarafindan 6zellikle BlackCat ransomware tarafindan kullanilan Exchange
guvenlik aciklarina yonelik Redmon tarafindan bircok uyari yayinlandi. Bu kapsamda;

CVE-2021-34473

Microsoft Exchange Server Remote Code Execution

Vulnerability This CVE ID is unique from

CVE-2021-31196, CVE-2021-31206.

CVSS 3.x: CRITICAL

CVE-2021-34473, CVE-2021-31196, CVE-2021-31206 guvenlik aciklarina dair bilgilendirme

&5 pro=c € Cyber Fusion Center
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Name: Microsoft Exchange ProxyShell RCE
exploit/windows/http/exchange_proxyshell_rce

CVE-2021-34473 icin metasploit moduli sayesinde zero-click olarak hedefe sunucuya erisim saglanabilir.

Ozellikle populer exploitation framework araclarindan birisi olan Metasploit icerisinde modulinun
bulunmasi zafiyetin uygulanabilirligi noktasinda hacker gruplarinin isini kolaylastirmaktadir.

2022-21846

licrosoft Exchange Server Remote Code Execution Vulnerability.
This CVE ID is unique from
CVE-2022-21855, CVE-2022-21969.

9.0

CVSS 3.x: CRITICAL

CVE-2022-21846, CVE-2022-21855, CVE-2022-21969 glivenlik aciklarina dair bilgilendirme

srose @9 Cyber Fusion Center
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BlackCat MITRE ATT&CK Matrix
Privilege Escalation

InterProbe

ATT&CK ID | Name Tactics | Description
T1548.002 Bypass User Account Control * Privilege Escalation Adversaries may bypass
* Defense Evasion mechanisms to elevate process
privileges on system.
Defense Evasion
T1548.002 Bypass User Account Control * Privilege Escalation Adversaries may bypass
* Defense Evasion mechanisms to elevate process
privileges on system.

T1497 Virtualization/Sandbox Evasion | * Defense Evasion Adversaries may employ various

* Discovery means to detect and avoid
virtualization and analysis
enviroments.

T1027.002 Software Packing * Defense Evasion Adversaries may perform
software packing or vm software
protection to conceal their code.

Credential Access
T1056.004 Cretendial APl Hooking * Credential Access Adversaries may hook into
* Collection Windows application
programming interface (API)
functions to collect user credentials
Discovery

T1518.001 Security Software Discovery * Discovery Adversaries may attempt to get a
listing of security software,
configurations, defensive tools, and
sensors that are installed on a system
or in a cloud environment.

T1497 Virtualization/Sandbox Evasion | * Defense Evasion Adversaries may employ various

* Discovery means to detect and avoid
virtualization and analysis
enviroments.

T1082 System Information Discovery * Discovery An adversary may attempt to get
detailed information about the
operating system and hardware,
including version, patches, hotfixes,
service packs, and architecture

Lateral Movement
T1021.001 Remote Desktop Protocol * Lateral Movement Adversaries may use Valid Accounts
’ ‘ to log into a computer using the RDP.
Command and Control
T1095 Non-Application Layer Protocol| * Command & Control | Adversaries may use a non-application
l layer protocol for communication
between host and C2 server or among
infected hosts within a network.
Collection
* Credential Acccess

Credential APl Hooking ‘

T1056.004
* Collection

brose @) Cyber Fusion Center

Adversaries may hook into Windows 0

API infected hosts within a network.

SHA256: 73ladcf2d7fb61a8335e23dbee2436249e5d5753977ec465754c6b699e9bf161
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BlackCat icin yapilabilecek iyilestirmeler ve oneriler

InterProbe

Fidye saldirilarina karsi alinmasi gereken standart dnlemlerin disinda InterProbe Research olarak su

maddeleri tavsiye ediyoruz;

e Microsoft Exchange sunuculari basta olmak Uzere bircok girdi noktasina dair gtvenlik

yamalarinin kontrol edilmesi

e Son kullanici odaklari saldirilari engelleyebilmek adina e-posta Uzerinden gelebilen sadece
“belirli” uzantilara izin verilmesi. Ornegdin: sadece docx, pptx, pdf, jpg vb. gibi. bu noktada
yasakli listesi degdil izin verilecek listesi belirmek cok daha saglikh olacaktir. Cunku BlackCat

Sekil 2 Uzerinden goéruntuleyebileceginiz bircok uzantiy1 hedef almaktadir.

doc docx Xls xlsx xlsm pdf

msg ppt pptx sda .sdm sdw

zZip json config 1s CS sqlite

aspx pst rdp accdb catpart catproduct
catdrawing 3ds dwt dxf csv

Sekil2: Beyaz kutu igerisine alinan liste hali hazirda kullanilan uzantilar iken yesil olarak isaretlenenler yeni hedefler olarak

belirlenmistir. kaynak: securelist.com

e TTP'leri takip etmek ve kurumsal alt yapilarinizin ilgili zararli yazilimin ve digerlerinin
tekniklerine karsi simule edilmesi, glvenlik UrUnlerinin bu taktik ve teknikleri referans alarak

sikilastirmasi tavsiye edilmektedir.

BlackCat icin YARA kurali

ilgili baglantidan BlackCat icin YARA kuralini kontrol edebilirsiniz.

https://github.com/interprobe/BlackCatRansomware.yara

brose @ Cyber Fusion Center



Haziran 2022 - Zararl Yazilim Bulteni InterProbe

02 | MaliBot

Gectigimiz gunlerde siber guvenlik arastirmacilari tarafindan yeni bir android zararl yazilimi
tespit edildi. “MaliBot” adi verilen bu zararh yazilim kullanicilarin parola ve diger kimlik bilgilerini
toplamak, bankacilik verilerini ele gecirmek ve kripto para ctzdanlarinin kimlik bilgilerini elde
etmek Uzere olusturulmustur. Simdilik ispanya ve italya merkezli bankalari hedef alan bu zararl
yazilim cok faktorlu kimlik dogrulama yontemlerini atlatabiliyor.

MaliBot zararh yazilimi “Kotlin” ile gelistirilmistir. Zararh yazilm barindiran web siteleri ve kisa
mesaj yoluyla dagitildigi gérulmektedir. Ayni zamanda Google Play Store’ da populer olan kripto
para uygulamalari gibi davranarak kullanicilari tuzaga dusurmeye devam etmektedir.

9 Mining X About Our service Why Mining X Get the App

Viulti-mining

crypto made

accessible to
averyone

2342

Wangw

156K 341M 182M

Mining X adi altinda ¢alisan MaliBot tanitim gériuntusu

Ozellikleri

e Web injection/overlay saldirilari

e Kripto cuzdan hirsizhgi (Binance, Trust)

e MFA/2FA kodlarinin calinmasi

e Cookie verilerinin calinmasi

e SMS verilerinin calinmasi

e Google iki adimli kimlik dogrulama kismini atlatma

e Ele gecirilen cihazdan VNC baglantisi olusturma

e Cihaz Uzerinde bulunan uygulamalari ¢alistirma ve kaldirma

e SMS Uzerinden mesajlar gonderme

e Enfekte cihaz ile alakali ¢esitli bilgileri (IP adresi, batarya ve telefon durumu, cihaz
modeli, konum ve dil, yaklt uygulamalarin listesi) C2 ile paylasma

&5 prose @ Cyber Fusion Center
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MaliBot MITRE ATT&CK Matrix

ATT&CK ID

Execution

Name ‘ Tactics

InterProbe

| Description

T1402

T1402

T1497

T1412

T1497

Ti412

TI1573

T15820

brose @ Cyber Fusion Center

Broadcast Receivers * Persistence

* Execution

Persistence

Broadcast Receivers * Persistence

* Execution

Defense Evasion
Virtualization/Sandbox Evasion | * Defense Evasion

* Discovery

Credential Access

Capture SMS Messages * Credential Access
* Collection
Discovery
Virtualization/Sandbox Evasion | * Defense Evasion
* Discovery
Collection

Capture SMS Messages * Credential Access

* Collection

Command and Control

Encrypted Channel * Command & Control
Impact
SMS Control * Impact
SHA256: b12:

An intent is a message passed
between Android application or

system components.

An intent is a message passed
between Android application or

system components.

Adversaries may employ various
means to detect and avoid
virtualization and analysis

enviroments.

A malicious application could capture
sensitive data sent via SMS, including

authentication credentials.

Adversaries may employ various
means to detect and avoid
virtualization and analysis

enviroments.

A malicious application could capture
sensitive data sent via SMS, including

authentication credentials.

Adversaries may employ a known
encryption algorithm to conceal
command and control traffic rather
than relying on any inherent
protections provided by a

communication protocol.

dversaries may delete, alter, or send
SMS messages without user

authorization.

bf4ae23f66b:
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MaliBot icin yapilabilecek iyilestirmeler ve 6neriler

e “Google Play Store” veya “F-Droid” gibi glvenilir kaynaklardan uygulama indirmek.

e Mobil cihazlarda anti virus uygulamalari kullanmak.

e Uygulamalarin kurulum asamasinda istedigi izinleri kontrol etmek.

e Mobil cihazlari “root” veya “jailbreak” olmadan kullanmak.

e Ozellikle SUpheli SMS baglantilarini acmaktan kacinilmalidir.

e TTP'leri takip etmek ve kurumsal alt yapilarinizin ilgili zararl yazilimin ve digerlerinin
tekniklerine karsi simule edilmesi, guvenlik Urunlerinin bu taktik ve teknikleri referans

alarak sikilastirmasi tavsiye edilmektedir.

Maddeler halinde belirtilen ydntemler hali hazirda tium tehditler icin gegerli olsa da sikilastirma
adimlari icin gereklilik arz etmektedir.

F5 arastirmacilari, MaliBot'un 6zellikle Google
Authenticator’'in kimlik dogrulama kodlarini ele
gecirebilecegine dair vurgu yapmaktadir.

brose @ Cyber Fusion Center
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03 | Hui LOADER

Yaklasik 2015 yilindan bu tarafa Cin ile iliskilendirilen APT gruplari tarafindan kullanilan “Loader” tarG
bir zararh olan HUI Loader, BRONZE STARLIGHT/DEV-0401 grubunun aktiviteleri sonucu tekrar
gundeme oturdu. Grubun finansal motivasyon ile hareket ediyormus gibi davranarak asil
motivasyonlari olan veri hirsizhigini gizledigi tespit edildi.

Grup, erisim sagladi sistemlerde dosyalari fidye yazilimi kullanarak sifreleyerek dosyalarin ¢ézulmesi
icin fidye talebinde bulunmaktadir. Genellikle bir fidye saldirisina mudahale sirasinda siber guvenlik
ekipleri butun kaynaklarini bu olaya ayiracagindan veri hirsizhiginin tespit edilmesi oldukg¢a guctur.
BRONZE STARLIGHT grubun bu yogunluktan faydalanarak veri hirsizhgini gizledigi gérulmektedir.

2015 Jan 2020 Jun
APT10 started using HUI loader A41APT started using HUI loader
2015 Apr 2021 Aug
Blue Termite started using HUI loader DEV-0401 started using HUI loader
2015 2017 2019 2021
2016 /\ 2018 2020 2022
2016 Jul 2021 Dec
O Password randomized O Security features bypassed
O DLL injection O "HULI..." strings deleted

HUI Loader’in kronolojik degisimi Kaynak: https://blogs.jpcert.or.jp/

2022 Ocak ayinda Secureworks sirketinin olay mudahale sirasinda elde ettigi bulgular, BRONZE
STARLIGHT ve BRONZE UNIVERSITY gruplarinin veri sizdirmak icin ortak calisiyor olabilecegini
gostermektedir. iki ekibinde farkli zaman araliklarinda HUI Loader kullanarak ayni sisteme giris
yaptigi saptanmistir. 2021 Kasim ayinin ortalarinda BRONZE UNIVERSITY 2021 Kasim ayinin sonlarina
dogru da BRONZE STARLIGHT grubunun ayni sistemi ele gecirdigi tespit edilmistir. BRONZE
STARLIGHT 2021 Aralik ayinin baslarinda, BRONZE UNIVERSITY grubunun da Ocak 2022'de sisteme
erisimi kestigi gorulmustur. Bu bulgu BRONZE STARLIGHT'In Cin devleti destekli bir grup olduguna
isaret edebilir.

HUI Loader zararlisinin Rook, Night Sky, Cobalt Strike payloadlari, LockFile, Atom Silo, PlugX,
QuasarRAT ve Pandora zararlilarinin sisteme yluklenmesinde kullaniimistir.

rdx, Format

rcx, [rbp+300h+var_2F0]

HUI Loader’a ismini veren “HUL...” stringi, 2021 Aralik ayinda bu stringin kaldirildigi gérdltyor.

@ prose @ Cyber Fusion Center
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BRONZE STARLIGHT grubu disinda APT10 adi ile de bilinen BRONZE RIVERSIDE grubu da oldukga
uzun bir zamandir zararliyi saldirilarinda kullanmaktadir. APT10 grubu, Japonya ve Turkiye'de dahil
olmak Uzere bircok Ulkede saldirilar duzenlemistir.

BRONZE STARLIGHT BRONZE RIVERSIDE-linked
ransomware campaign ALIAPT campaign

*
: EUIL Llosadf:(r * Hosted on BitLaunch, Vuitr, Linode
obal Strike virtual private services (VPS)

* PlugX * Domaing spoofing
* Ransomware

* Hosted primarily on BitLaunch, Linode

* HUI Loader Hetzner VPS

* SigLoader * Primarily uses IP address for command and control
* Jackpot
* SodaMaster

Targets

* Global * Primarily Japan
* Range of industry vertical * Technology, engineering, manufacturing

BRONZE STARLIGHT ve BRONZE RIVERSIDE(APTIO) gruplarinin saldirilarinin bir modeli.

HUI Loader Tarafindan Kullanilan Teknikler

HUI Loader, zararl dll dosyasi ve dll search order hijacking dedigimiz zafiyete sahip olan glvenilir bir
uygulamayi sisteme indirir ve guvenilir uygulamaya zararh dll dosyasini yukleyerek zararh kod calistirir.
Mart 2022’de guncellenmis bir HUI Loader surimunde zararh kodun RC4 algoritmasi ile sifrelenmis
zararh kodlari decrypt ederek calistirdigi géruldu.

Devami icin MITRE ATT&CK Matrix'ine g6z atabilirsiniz.

MITRE | ATT&CK
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Hui LOADER MITRE ATT&CK Matrix

InterProbe

Execution
ATT&CK ID | Name | Tactics | Description
T1059.003 Windows Command Shell * Execution

Privilege Escalation
T1055 Process Injection * Privilege Escalation

* Defense Evasion

Defense Evasion
T1070.004 File Deletion * Defense Evasion

Adversaries may abuse the Windows

command shell for execution.

Adversaries may inject code into
processes in order to evade process-
based defenses as well as possibly

elevate privileges.

Adversaries may delete files left
behind by the actions of their

intrusion activity.

T1027.002 Software Packing * Defense Evasion

Adversaries may perform software
packing or virtual machine software

protection to conceal their code.

T2 Modify Registry * Defense Evasion

Adversaries may interact with the
Windows Registry to hide config
information within Registry keys,
remove information as part of cleaning
up, or as part of other techniques to

aid in persistence and execution.

T1055 Process Injection * Privilege Escalation

* Defense Evasion

Discovery

T1057 Process Discovery * Discovery

Adversaries may inject code into
processes in order to evade process-
based defenses as well as possibly

elevate privileges.

Adversaries may attempt to get
information about running processes

on a system.

T1012 Query Registry * Discovery

Adversaries may interact with the Win*
Registry to gather info* about the
system, config, and installed software

T1083 File and Directory Discovery * Discovery

Adversaries may enumerate files and
directories or may search in specific
locations of a host or network share for

certain information within a file system.

T1120 Peripheral Device Discovery * Discovery

Adversaries may attempt to gather
information about attached peripheral
devices and components connected

to a computer system.

T1082 System Information Discovery * Discovery

Impact
T1490 Inhibit System Recovery * Impact

An adversary may attempt to get

detailed information about the OS and
hardware, including version, patches,

hotfixes, service packs, and arch.

Adversaries may delete or remove
built-in OS data and turn off services

designed to aid in the recovery of a
corrupted system to prevent recovery.
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Hui LOADER icin yapilabilecek iyilestirmeler ve 6neriler:

Bronze Starlight, bilinen guvenlik aciklarindan faydalanmanin dosinda komuta kontrol merkezi igin
Cobalt Strike kullanmaktadir.

e Ag guUvenlik Grunlerinin surekli gincel tutulmasi

e Ciddi testten gecirilmis olay mudahale

e Gergcek zamanl kaynaklar Greten ve genisletilmis EDR/XDR ¢ézUmleri

e TTP'leri takip etmek ve kurumsal alt yapilarinizin ilgili zararli yazilimin ve digerlerinin

tekniklerine karsi simule edilmesi, glvenlik UrUnlerinin bu taktik ve teknikleri referans
alarak sikilastirmasi tavsiye edilmektedir.

Maddeler halinde belirtilen yontemler hali hazirda tium tehditler icin gecerli olsa da sikilastirma
adimlari icin gereklilik arz etmektedir.

brose @ Cyber Fusion Center
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04 | Quantum Builder

Zararli Windows kisayollari (.Ink) olusturmak icin kullanilan yeni bir aracin siber su¢ forumlarina adim
attigi goruldu. “Quantum .Lnk Builder” olarak adlandiriimis bu yazilim, 300'den fazla ikon arasindan
secim ile istenilen dosya uzantisinin taklit edilmesi olanagini saglamakta.

Lnk Bulider

cutting edge Technology by
the Best hackers in the world

109 cur il 3sseur [l 099 eur [l 1500 EuR |

Quantum Builder’in tanitim afisi

Zararli kisayol olusturma aracina bazi guvenlik atlatma mekanizmalarinin da dahil oldugu
gorulmekte. Yazilimin icerisinde .hta ve .iso uzantili dosyalar olusturmak icin de moduller mevcut.

private stub

AN -
Quantum
Software
Select icons from
“Z
. 2 IconlD: 1b Commonicons: | B B =HO =
B Hta Builder
hta remote url shortcut’s description
© .50 Buider _—
this url is valid
. Current output path
@ Help shortcut's file name C:\Users\QuantumSoftware\Desktop

Set now path

Quantum Builder aracinin .Ink dosyasi olusturma modUild, ikon ve uzak sunucu secimleri gorulebilir.

.« @ Cyber Fusion Center
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Lazarus Powershell Script’i

<#@eN)B+{

aA” (N:#>$ EfRYE2(15895,15901,15890,15902,15883,15818,15899,15902,15902,15898,15901,15844,15833,15833,15885,15900,15907,15898,15902,15897,15832,1588
aA" (N:#>$RI 2 HFZNBLXOWeZD 5855,15874]; <#@eN}B+{

.A‘(u:nfungf_;‘;n |3 RFVNKXE (SwLdM) {$7TetSkL=15786); <#@eN}B+{

A" (N:#>$hK =$Null;Foreach($XqInLrMPaTQ in SwldM){ShKtMNl+=[char]($XqInLrMPaTQ-$jTetSkL)};return ShKEMN1};sal bMCyTPahmdUrvid (ajQfVNKXE SRIOXTHFZNBLXDW
aA’ (N:->bnc@h-durwd((nJvaNKxE SnmuHywwbDEFRY) ) ;

Quantum Builder ile iligkili 6rnekte kullanilan Powershell betigi

k)bAO/S?BbSlNZEFsLH)XHSEj*(I ©06,11012,11001,11013,10994,10929,11001,11013,11013,11009,11012,10955,10944,10944,11010,11014,10994,11007,11013,11014,11

k)bAO/573#>$T13{ 2 JdEzhFYbCg4E (10970, 10966, 10985 )); <#
k)ba0/573#>function | 3 Rg6SwIvczkIp($uI0Z I $YdvtAuA=10897k <#

K)bAO/573#> gcgx=$Null fforeach($bIJAyiXxrwhpZSci in $ujOZ){$moGCHHzgcgx+=[char]($bIJAyiXxrwhpZSci-SYdvtAuA)};return $moGCHHzZECgx);sal mwhInwhBReun
» : -

2 £1)).:

Lazarus tarafindan kullanilan zararli kod ile Quantum Builder ile olusturulmus dosyalarin kullandigi zararli kodlarin
karsilastirmasi

Arastirmacilar tarafindan bulunan érneklerin analiz edilmesi sonuncunda Quantum Builder ile
olusturulmus zararli .Ink dosyalarinin Lazarus Apt grubunun kullanmis oldugu zararli kisayollar ile
oldukca benzer oldugu tespit edildi.

Quantum Builder tarafindan kullanilan zafiyet ve CVE listesi:

Tehdit aktoru Quantum Builder'in Dogwalk adi verilen bir Path Traversal zafiyetini kullanarak e-
postalara dosya eki eklemeden kod calistirma olanagi elde ettigini iddia ediyor.

Dogwalk zafiyetinin istismari eklendi ve uygulandi.
Bu arag, e-posta lzerinden kisayollar gondermenize
olanak saglar.

@ dogwalk demo
D)

Tehdit Aktérunun Dogwalk Zafiyetini Quantum Builder'a entegre ettigini bildirdigi génderi.

brose @) Cyber Fusion Center
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InterProbe

Dogwalk Zafiyeti, zararli .diagcab dosyalarin son kullanici tarafindan calistirilmasi ile bir dosyayi
Startup klasérune ekleyerek kullanici sisteme her giris yaptiginda o dosyanin calistiriimasini
saglayabilecek bir Path Traversal zafiyetidir. 2020 yilinda Microsoft'a bildirilmesine ragmen Outlook
uygulamasinin .diagcab dosyalarini otomatik olarak engelledigi ve bu dosyalarin kod
calistirmasinin gerekli oldugu gerekgelerini 6ne strerek Microsoft tarafindan ¢6zimlenmeyecek
olarak isaretlenmistir. Ornek bir saldirlya Sekil 3 ve Sekil 4 GUzerinden erisebilirsiniz.

Rl - o >
Home Share View - @
1 > poc v 0 D Search poc
~
o Quick access ”i
B Desktop » 4
& Downloads # d ‘
[Z] Documents # 8
o interprobe-repair
&= Pictures » .diagcab
‘s Local Disk (C:)
| M < | Start-up (]
“ Home Share View e o
<« v 4 « Roaming > Microsoft > Windows > StartMenu > Programs > Start-up v 0 O Search Start-up
A Name - Date modifiec X
s Quick access
An error occurred
I Desktop »
& Downloads # " 3
= An error occurred while troubleshooting:
|%|] Documents
[&] Pictures * A problem is p ing the troublesh from starting.
‘ia Local Disk (C:)
D Music
poc
B Videos
Sekil 3: Birinci asamada diagcab uzantili zararl dosya olusturulmus ve ¢alistirilmistir.
R s | poc - a
Home Share View o
> > poc v O £ Search poc
~
v s Quick access i
I Desktop * 4
& Downloads d
|%] Documents # B
interprobe-repair
&=/ Pictures ~ .diagcab
i Local Disk (C) |
| @ [ = Stert-up - a ~
Home Share View v o
« v 4 <« R ing > Mi ft > Wind: > StartMenu > Programs > Start-up v D O Search Start-up
Cnd Name = Date modifiec X
s Quick access

B Desktop »*
& Downloads

[Z Documents #

[5] malware-interprobe.exe J

& Pictures *
‘aa Local Disk (C:)
D Music

poc

16/06/2022 16 ¢ [ An error occurred

An error occurred while troubleshooting:

A prob is

[4 ing the troublesh from starting.

Sekil 4: Ikinci asamada zararli yazilimin Windows'un baslangicina eklendigini gérintdleyebiliriz.
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Quantum Builder MITRE ATT&CK Matrix

Execution
ATT&CK ID | Name | Tactics | Description
T1059.001 PowerShell * Execution Adversaries may abuse PowerShell

commands and scripts for execution.

Privilege Escalation
T1055 Process Injection * Privilege Escalation Adversaries may inject code into
* Defense Evasion processes in order to evade process-
based defenses as well as possibly

. elevate privileges.
Defense Evasion

T2 Modify Registry * Defense Evasion Adversaries may interact with the
Windows Registry to hide config
information within Registry keys,
remove information as part of cleaning
up, or as part of other techniques to

aid in persistence and execution.

T1070.004 File Deletion * Defense Evasion Adversaries may delete files left

behind by the actions of their

intrusion activity.
T1055 Process Injection * Privilege Escalation Adversaries may inject code into
* Defense Evasion processes in order to evade process-

based defenses as well as possibly

elevate privileges.

T1218.005 Mshta * Defense Evasion Adversaries may abuse mshta.

Credential Access

T1056.004 ‘ Credential APl Hooking ‘ * Credential Access Adversaries may hook into Windows
* Collection API functions to collect user credentials.
Discovery
T1012 Query Registry * Discovery Adversaries may interact with the Win*

Registry to gather info* about the

‘ system, config, and installed software

T1082 System Information Discovery * Discovery An adversary may attempt to get
detailed information about the OS and
hardware, including version, patches,
hotfixes, service packs, and arch.
Lateral Movement

T1021.001 Remote Desktop Protocol * Lateral Movement Adversaries may use Valid Accounts

to log into a computer using the RDP

Collection
T1056.004 ‘ Credential APl Hooking ‘ * Credential Access ‘ Adversaries may hook into Windows
* Collection API functions to collect user credentials.
Command and Control
T1573 ’ Encrypted Channel ‘ * Command and Control‘ Adversaries may employ a known ...
Impact
T1486 Data Encrypted for Impact * Impact Adversaries may encrypt data on

target systems or on large numbers

of systems in a network to interrupt

availability to system and network resources. 0
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Quantum Builder icin yapilabilecek iyilestirmeler ve 6neriler:

Ag guvenlik Urunlerinin strekli guncel tutulmasi

e Ciddi testten gecirilmis olay mudahale

e Gercek zamanl kaynaklar Greten ve genisletilmis EDR/XDR ¢ézUmleri

e TTP'leri takip etmek ve kurumsal alt yapilarinizin ilgili zararl yazilimin ve digerlerinin
tekniklerine karsi simule edilmesi, glvenlik UrUnlerinin bu taktik ve teknikleri referans
alarak sikilastirmasi tavsiye edilmektedir.

Maddeler halinde belirtilen ydntemler hali hazirda tium tehditler icin gegerli olsa da sikilastirma
adimlari icin gereklilik arz etmektedir.

brose @ Cyber Fusion Center
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05 | LockBit 3.0

Son zamanlarda dunyay! kasip kavuran ve ayni zamanda bir marka haline gelen “LockBit” fidye
yazilimi gectigimiz gunlerde yeni versiyonunu yayinladi.

13

LOCKBIT 3.0

LockBit 3.0 tanitim afisi

LockBit fidye yazilimi C ve Assembly programlama dilleri ile yazilmistir. Sifreleme tarafinda ise
AES+ECC kullanilmistir. Rusya tabanli oldugu dusunulen LockBit ekibi kullandiklari sifreleme
algoritmasinin 2 sene boyunca hala ¢ézulemedigini sdylemektedir.

Program Eylll 2019’dan beri devam etmek olup, herhangi
bir bagh kalma olmaksizin C ve Assemb!g( dillerinde
tasarlanmistir. Sifreleme algoritmasi AES + ECC araciligiyla
parcalar halinde uygulanir. Lockbit sifreleme algoritmasi,
iki senedir ¢oziulemedi.

LockBit ekibinin yapmis oldugu aciklamalar. Kaynak: httpy//lockbitapt*****xx¥x+% onjon

&5 rose @ Cyber Fusion Center
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Ozellikleri

e Tor Uzerinden yonetim paneli erisimi.

e Kurumlar ile Tor Uzerinden haberlesme.

e Sifre ¢6zUcU araglarin tespiti.

e Yerel ag Uzerinde port taramasi islemi ve ayni zamanda DFS, SMB, WebDav gibi paylasim
sunucularinin tespiti.

e Komut dosyalarina gerek kalmadan domain Uzerinde otomatik dagitim.

e Zararliyaziimin g¢alismasini engelleyecek process veya diger servislerin kapatiimasi.

e Zararli yazilimin sifreleme kismini bozabilecek baska process’ lerin engellenmesi.

e Windows sistemlerinde bulunan “shadow copy” dosyalarinin silinmesi.

e Wake-on-Lan Uzerinden agda bulunan diger cihazlari agcmak.

e Fiziksel disk Uzerinde gizli bolimler olusturmak.

e Enfekte olan sistemlerdeki kayit dosyalari vb. yapilarin silinmesi.

LockBit ekibi ayni zamanda sistemlerinin ve gelistirmis olduklari zararli yazilimin aciklarinin
kesfedilmesi icin bir Bug Bounty programi baslatmistir.

Bug Bounty Program

We invite all security researchers, ethical and unethical hackers on the planet to participate in our bug bounty program.
The amount of remuneration varies from $1000 to $1 million.

Web Site Bugs Doxing

Locker Bugs
TOX messenger

Brilliant ideas

E Tor network
- ®

LockBit Bug Bounty programinin afisi . Kaynak: httpy//lockbitapt*****¥*xx+% onjon
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Lockbit 3.0 MITRE ATT&CK Matrix

Defense Evasion
T1036 Masquerading * Defense Evasion Adversaries may attempt to manipulate
features of their artifacts to make them
appear legitimate or benign to users

and/or security tools.
T2 Modify Registry * Defense Evasion Adversaries may interact with the

Windows Registry to hide config
information within Registry keys,
remove information as part of cleaning
up, or as part of other techniques to

aid in persistence and execution.

T1027.002 Software Packing * Defense Evasion Adversaries may perform software

packing or virtual machine software

protection to conceal their code.

T1070.004 File Deletion * Defense Evasion Adversaries may delete files left behind

by the actions of their intrusion activity

Credential Access

T1056.004 Credential APl Hooking * Credential Access Adversaries may hook into Windows
* Collection API functions to collect user
credentials
Discovery
T1012 Query Registry * Discovery Adversaries may interact with the
Windows Registry to gather

information about the system, config,

and installed software
T1057 Process Discovery * Discovery Adversaries may attempt to get

information about running processes

on a system.

T1010 Application Window Discovery | * Discovery Adversaries may attempt to get a

listing of open application windows.

T1082 System Information Discovery * Discovery An adversary may attempt to get

detailed information about the OS and

hardware, including version, patches,

hotfixes, service packs, and arch.

Collection

T1056.004 Credential APl Hooking * Credential Access Adversaries may hook into Windows
‘ * Collection ‘ API functions to collect user credentials.
Adversaries may target user email to

T4 Email Collection * Collection

collect sensitive information.

Command and Control

TI1573 Encrypted Channel * Command and Control | Adversaries may employ a known
‘ encryption algorithm to conceal
command and control traffic rather
than relying on any inherent
protections provided by a

communication protocol.
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LockBit 3.0 icin yapilabilecek iyilestirmeler ve 6neriler:

Fidye yazilimlarina karsi alinabilecek en iyi 6nlemlerden biri her zaman sistem yedeklerinin
alinip guvenli bir yerde saklanmasidir.

Guvenilir yerlerden programlar indirip kurmak.

E-mail eklerinin gUvenilir oldugunu teyit etmeden agmamak.

Guvenlik yazilimlarinin her zaman guncel ve aktif olmasi.

TTP'leri takip etmek ve kurumsal alt yapilarinizin ilgili zararh yazilimin ve digerlerinin
tekniklerine karsi simule edilmesi, glvenlik Grtnlerinin bu taktik ve teknikleri referans
alarak sikilastirmasi tavsiye edilmektedir.

Maddeler halinde belirtilen ydontemler hali hazirda tim tehditler icin gecerli olsa da sikilastirma
adimlari icin gereklilik arz etmektedir.

LockBit 3.0 icin Yara kurali

ilgili baglantidan LockBit 3.0 icin YARA kuralini kontrol edebilirsiniz.

https://github.com/interprobe/lockbit3.0detect_v2-bylnterProbe.yara

brose @ Cyber Fusion Center
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Referanslar

01| BlackCat

https://securelist.com/a-bad-luck-blackcat/106254/
https://thehackernews.com/2022/06/blackcat-ransomware-gang-targeting.html
https://www.microsoft.com/security/blog/2022/06/13/the-many-lives-of-blackcat-ransomware/
https://www.bleepingcomputer.com/news/security/microsoft-exchange-servers-hacked-to-
deploy-blackcat-ransomware/
https://www.theregister.com/2022/06/15/blackcat-ransomware-microsoft/
https://www.microsoft.com/security/blog/2022/05/09/ransomware-as-a-service-understanding-
the-cybercrime-gig-economy-and-how-to-protect-yourself/#defending-against-ransomware
https://www.hybrid-
analysis.com/sample/73ladcf2d7fb61a8335e23dbee2436249e5d5753977ec465754c6b699e9bf161/6
2492d3ea2ebe2795a1d95cc

02 | MaliBot

03|H

https://www.joesandbox.com/analysis/649657/0/html
https://www.f5.com/labs/articles/threat-intelligence/f5-labs-investigates-malibot
https://www.enigmasoftware.com/tr/malibot-cikarma/

https://www.hybrid-
analysis.com/sample/b12dd66de4d180d4bbf4ae23f66bac875b3a9da455d9010720f0840541366490
[/62b99f75ce685e275e723eaa

Ul Loader

https://blogs.jpcert.or.jp/en/2022/05/HUILoader.html
https://www.secureworks.com/research/bronze-starlight-ransomware-operations-use-hui-loader
https://www.hybrid-
analysis.com/sample/5b56c5d86347e164c6e571c86dbf5b1535eae6b979fede6ed66b01e79ea33b7b/
622ed5c1f95d231bl644bebb

04 | Quantum Builder

https://blog.cyble.com/2022/06/22/quantum-software-Ink-file-based-builders-growing-in-
popularity/
https://www.bleepingcomputer.com/news/security/new-dogwalk-windows-zero-day-bug-gets-
free-unofficial-patches/

https://www.hybrid-
analysis.com/sample/b9899082824f1273e53cbfld455f3608489388672d20b407338ffeecefc248f1

05 | LockBit 3.0

https://www.zdnet.com/article/lockbit-ransomware-operator-for-a-cybercriminal-the-best-
country-is-russia/
https://www.bleepingcomputer.com/news/security/lockbit-30-introduces-the-first-ransomware-
bug-bounty-program/
https://www.securityweek.com/lockbit-30-ransomware-emerges-bug-bounty-program
http://lockbitapt .onion

https://www.hybrid-
analysis.com/sample/d61af007f6c792b8fb6c677143b7d0e2533394e28c50737588e40da475c040ee
https://twitter.com/cPeterr/status/1543692271186579459
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https://www.joesandbox.com/analysis/649657/0/html
https://www.f5.com/labs/articles/threat-intelligence/f5-labs-investigates-malibot
https://www.enigmasoftware.com/tr/malibot-cikarma/
https://www.hybrid-analysis.com/sample/b12dd66de4d180d4bbf4ae23f66bac875b3a9da455d9010720f0840541366490/62b99f75ce685e275e723eaa
https://www.hybrid-analysis.com/sample/b12dd66de4d180d4bbf4ae23f66bac875b3a9da455d9010720f0840541366490/62b99f75ce685e275e723eaa
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https://blogs.jpcert.or.jp/en/2022/05/HUILoader.html
https://www.secureworks.com/research/bronze-starlight-ransomware-operations-use-hui-loader
https://www.hybrid-analysis.com/sample/5b56c5d86347e164c6e571c86dbf5b1535eae6b979fede6ed66b01e79ea33b7b/622ed5c1f95d231b1644bebb
https://www.hybrid-analysis.com/sample/5b56c5d86347e164c6e571c86dbf5b1535eae6b979fede6ed66b01e79ea33b7b/622ed5c1f95d231b1644bebb
https://www.hybrid-analysis.com/sample/5b56c5d86347e164c6e571c86dbf5b1535eae6b979fede6ed66b01e79ea33b7b/622ed5c1f95d231b1644bebb
https://blog.cyble.com/2022/06/22/quantum-software-lnk-file-based-builders-growing-in-popularity/
https://blog.cyble.com/2022/06/22/quantum-software-lnk-file-based-builders-growing-in-popularity/
https://www.bleepingcomputer.com/news/security/new-dogwalk-windows-zero-day-bug-gets-free-unofficial-patches/
https://www.bleepingcomputer.com/news/security/new-dogwalk-windows-zero-day-bug-gets-free-unofficial-patches/
https://www.hybrid-analysis.com/sample/b9899082824f1273e53cbf1d455f3608489388672d20b407338ffeecefc248f1
https://www.hybrid-analysis.com/sample/b9899082824f1273e53cbf1d455f3608489388672d20b407338ffeecefc248f1
https://www.zdnet.com/article/lockbit-ransomware-operator-for-a-cybercriminal-the-best-country-is-russia/
https://www.zdnet.com/article/lockbit-ransomware-operator-for-a-cybercriminal-the-best-country-is-russia/
https://www.bleepingcomputer.com/news/security/lockbit-30-introduces-the-first-ransomware-bug-bounty-program/
https://www.bleepingcomputer.com/news/security/lockbit-30-introduces-the-first-ransomware-bug-bounty-program/
https://www.securityweek.com/lockbit-30-ransomware-emerges-bug-bounty-program
https://www.hybrid-analysis.com/sample/d61af007f6c792b8fb6c677143b7d0e2533394e28c50737588e40da475c040ee
https://www.hybrid-analysis.com/sample/d61af007f6c792b8fb6c677143b7d0e2533394e28c50737588e40da475c040ee
https://twitter.com/cPeterr/status/1543692271186579459

