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Yonetim Ekibi

(20+ Y11 Ortalama Tecriibe)

Serkan Akcan Caner Dagli Kadir Cakici Cihat Latuntas
CEO CBO CTO CSDO
20+ Y1l Siber Glvenlik, 25+ Yil 20+ Y1l uzman ve yonetici 20+ Y1l BT ve Siber Guvenlik 20+ Yil kiiresel firmalarda
Bilisim tecribesi. olarak siber giivenlik deneyimi. demeyimi. yazilim gelistirme uzmanligi ve
Siber Guvenlik yiksek lisansi. Bilgisayar miihendisligi ytksek yoneticligi. Bilgisayar
lisansi. muihendisi.
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Gartner Peer Insights

All Categories > In-App Protection > SecHard > S

by SecHard in In-App Protection
SECHARD

5.0 %k %k K 6 Ratings

o SecHard Zero Trust Orchestrator Reviews

-7 Compare A Write A Review &, Download PDF

Related markets: SecHard Zero Trust Orchestrator in Privileged Access Management (5 Reviews)

50 May 26, 2023 Review Source: @

Full automated security hardening
Reviewer Function: IT  Company Size: 500M - 1B USD  Industry: Energy and Utilities Industry

We can perform many functions on a single screen and provide many report outputs. | would say it
gives us visibility over entire invertory. Instead of buying many products, we can manage our
entire process with a single product. | can say that we have benefited from our maintenance ...

Read Full Review
5.0 May 29, 2023 Review Source: @

fast and good reporting about hardening levels of your organization

Reviewer Function: IT Security and Risk Company Size: <50M Industry: Banking
Management usD Industry

i prefer this products because of it is very quickly update itself for current hardening levels, daily
check and give reports to us with step by step instructions and if you want you can male it do
configuration changes itself with an easy click.

Read Full Review

50 May 17, 2023 Review Source: O

Automate your security. just relax
Reviewer Function: IT  Company Size: <bOM USD  Industry: Transportation Industry

thanks to the Docker architecture, we did not experience performance problems, we were able to
provide resource allocation. Thanks to the role based access Management support,we were able
to divide the authorizations according to the internal needs. We had the change to assign ...

Read Full Review

5.0 May 29, 2023 Review Source: @

Sechard gives you peace of mind.

Reviewer Function: Company Size: 3B - 10B Industry: Finance (non-banking)
IT usD Industry

With Sechard Security Hardening module, we increased our security level in a very short time and
at a high rate, as well as providing visibility with other modules.

Read Full Review



Siber Giivenlik Zorluklar

Sifir Guven Adaptasyonu Guvensiz Gorunurluk ve Sureg Karmasiklik ve Uzman
Gartner'a gore kurumlarin Konfigurasyonlar Yoénetim Zaafi Eksikligi
%50 ‘sinden fazlasi Sifir Center for Internet Kurumlar Cok siber tvenlik tranu cok
Glven'in kazanimlarina Security (CIS) kurumuna dusundutklerinden %35 uzman gerektiriyor. Bugln
sahip olamayacak.. gore varsayllan Windows daha fazla varliga sahipler. tim dinyada 5 Milyon’dan
Server Benchmark skoru fazla siber glivenlik uzmani

sadece %21. acigl var.



Sifir Gliven
Orkestrasyonu
Sifir glvenin
5 Koruma Gorunurligi
Kontrollerini uyguluyor ve
yonetiyoruz

SecHard Cozimleri

Guvenlik Sikilastirmasi &
lyilestirme
Sikilastirma skorlarini
%21'den %95%-+
seviyesine ¢ikartiyoruz.

Siber Guvenlik Sureg
Otomasyonu
Robotik Sure¢

Otomasyonu (RPA) ZT,

NIST CSF, GDPR, I1SO

270017 gibi standartlara

uyumu kolaylastiriyoruz.

Siber Guvenlik
Konsolidasyonu
Konsolide edilmis siner
Guvenlik teknolojilerimizle

siber dayaniklhiligr arttiriyor
uzman eksikligini
azaltiyoruz.



60% of organizations
will embrace Zero Trust
as a starting point for

security by 2025.

Over half will fail to
realize the benefits.

Analysis: Charlie Winckless, Sam Olyaei

Gartner

Source: Gartner The Top Cybersecurity Predictions for 2022-2023
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Siber Giivenlik Konsolidasyonu

But Customers Want Fewer Providers

organizations are
pursuing security vendor

consolidation.
In 2020 only 29% were
doing so.

Gartner

Kaynak: Gartner Top Strategic Technology Trends for 2022: Cybersecurity Mesh



Gartner

Cybersecurity Mesh Architecture

Cybersecurity Mesh - N —

and Identity Services
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Source: Gartner
156665 C

Gartner

The Cybersecurlty Mesh Is Not &=

a Product B

It is a composable set of interconnected and integrated products!

-,

.

Gartner

Source: Gartner Top Strategic Technology Trends for 2022: Cybersecurity Mesh



Endiistrinin i1k ve Tek
Siber Giivenlik Robotik Siire¢c Otomasyonu
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Guvenlik Sikilastirma Denetimi ve

Otomatik lyilestirme

Serkan Akcan
CEO
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Bir trajik ingiltere Hikayesi

NHS Fidye Atagi




A Tragic UK Story

NHS Cyber Attack

B NHS ransomware attack spread: % +
€« C & ncbinlm.nih.gow/pme/articles/PMC5461132/

RESOURCES

NHS ransomware attack spreads worldwide

Similar articles

Roger Collier
Cited by other articles +

+ Author information » Copyright and License information  PMC Disclaimer
Links to NCBI Databases +

A cyber-attack that affected more than 60 trusts within the United Kingdom's National Health
Service (NHS) has spread to more than 200 000 computer systems in 150 countries, including
Canada. One hospital in Ontario — Lakeridge Health in Oshawa — reported that its computer
system was threatened by the ransomware. The hospital's antivirus software contained the threat,
however, and patient care and access to health records were not affected.

Hospitals and general practitioners’ offices in the UK were not as fortunate, however. On May 12, the
“WannaCry” ransomware began affecting dozens of NHS facilities. Eventually, more than 60 NHS
trusts were hit. Many facilities could not access patient records, which led to delays of non-urgent
surgeries and cancelled patient appointments. Some hospitals had to divert ambulances to other
facilities.

According to UK Health Secretary [eremy Hunt, there has not been a second wave of attacks, and
80% of the NHS was unaffected. About 16 NHS trusts, however, were still affected on May 15.
Patients have been advised to show up for appointments unless instructed otherwise.

on Hospitals

Some commentators have been swift to blame the NHS for failing to invest in technology that could
have prevented the attack. Although the NHS does not appear to have been specifically targeted by
whoever is behind the WannaCry ransomware, it was vulnerable to attack because some of its
Windows operating systems are more than 15 years old and were no longer updated or supported
by Microsoft.
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Guvenlik Sikilastirmasi

Center for Internet
Security (CIS)
varsayllan Windows
Server Benchmark
skoru sadece

%21.
/-\ Center for
ISO/IEC 27001 @IS, Internet Security®

27,
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Sarbanes-Oxley
Act

NATIONAL INSTITUTE OF
STANDARDS AND TECHNOLOGY
U.S. DEPARTMENT OF COMMERCE

The Presidency of the Republic
of Tturkiye, Digital
Transformation Office




CIS Benchmarks uygulamalarinin

Siber Atak Etkisi

CIS Microsoft Windows 10 v1.11.0 Benchmark uygulanmis bir istemci bilgisayarda siber ataklarin
engellenme oranlart:

Top Cyber-Attacks

os. CIS Microsoft
— 67% Windows 10
Ransomware 74% v1.11.0 Benchmark

CIS Microsoft Windows 10 v1.11.0
Benchmark can defend against XX% of

4 1% ATT&CK (Sub-)Techniques

. Web Application Hacking

~ Insider Privilege and Misuse 64%
Targeted Intrusions 59%
Combined Attack Types 83  (cubochniaues sssinec o an ATTACK

mitigation.



v

Guvenlik Sikilastirma Denetim Sayilari
1000 kullanicil bir sirket icin

Uriin CIS Denetim/Uriin Toplam Varlik Denz‘:li:):/%ri.in

Microsoft Windows 11 Desktop 532 1000 532.000
Microsoft Windows Server 430 250 107.500
Microsoft Office 240 1000 240.000
Chrome Browser 95 1250 118.750
Network Devices 60 50 300
Microsoft Exchange 50 2 100
Microsoft SQL 45 10 450
Azure 150 2 300
Toplam 999.500




SecHard

Motoru

How it works

Fully Automated with a single click

Kesif

Otomatik varlik kesfi

Analiz

Otomatik guvenlik analizi ve risk skorlama

lyilestirme

Otomatik iyilestirme



Basar Hikayesi

ENERJI

BOGAZICI ELEKTRIK

CK Enerji Ulkemizin en blyuk elektrik dagitim sirketlerinden
biridir. istanbul, Antalya ve Sivas gibi sehirlerde 20 milyondan
fazla vatandasimiza elektrik dagitimi yapmaktadir. Misterimizin

2500 adet SecHard lisansi bulunmaktadir.

Malware 67%
Ransomware 74%
. Web Application Hacking 41%0
. Insider Privilege and Misuse 64%
Targeted Intrusions 59%
Combined Attack Types 83%6

CIS Microsoft
Windows 10
v1.11.0 Benchmark

CIS Microsoft Windows 10 v1.11.0
Benchmark can defend against XX% of
ATTECK (Sub-)Techniques

All percentages are based on ATT&CK
(sub-)technigques assigned to an ATTE&CK
mitigation.

(*) https://www.cisecurity.org/insights/blog/cyber-attack-defense-cis-

benchmarks-cdm-mitre-attck

v

M Before
After

SecHard Etki Analizi
CIS Benchmark Skorlari

98%
94%
90%

85%

0,
22% 2% 23%

20%

Servers Firewalls Switches Routers
22% 25% 23% 20%
90% 85% 94% 98%

H Before m After

Basari Hikayesi videosu: https://www.youtube.com/watch?v=sXldnJzPjfQ

22


https://www.cisecurity.org/insights/blog/cyber-attack-defense-cis-benchmarks-cdm-mitre-attck
https://www.cisecurity.org/insights/blog/cyber-attack-defense-cis-benchmarks-cdm-mitre-attck
https://www.youtube.com/watch?v=sXldnJzPjfQ

I 110+ Desteklenen Uriin
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SecHard Privileged Access

Manager

Serkan Akcan
CEO
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I Zorluk

o Yetkinin kotuye

/o 7 7 kullanimindan
kaynaklanan veri

sizintisl orani.

Kaynak: Verizon 2021 Data Breach Investigations Report, P:44




I Maliyet

Kurumlar icin ortalama
54'45 veri kaybi maliyeti.
million

Kaynak: IBM Cost of a Data Breach Report 2023




SecHard Privileged Access Manager

5 Interlocking Strategies of PAM

& Q b

Culture Discovery Least Privilege

© (%)
Visibility Operational
Efficiency

Source: Gartner
769191 _C

Gartner

( secharD



SecHard Privileged Access Manager

Desteklenen Protokeller:
-RDP, VNC
- SSH, Telnet
- Proprietary protocols by Application
publication via RemoteApp
SYSTEM ADMINISTRATOR DESKTOP & WEB APP Sifre Yonetimi Alanlar:
- MS Active Directory
- MS Windows
- Linux/Unix
- DBMS (PostgreSQL, MS SQL, MysaQl,
Oracle DB)
- Web-Application
- Desktop Application
Activities Recording & Control:
- Video record
- Text record
CONTRACTOR e SERVER & DEVICES - Screenshots
- Shadow copying of transferred files
- Command filtration
- Remote session interrupting
Entegrasyonlar:
- SIEM (syslog)
- Mail (SMTP)
- API

( secharD



SecHard Privileged Access Manager

IS Administrator

’ Disconnect Block Action

 Sifre yonetimi (her kullanimdan veya Text  Keylogger I

Recording

erisimden sonra degistirme)

- o

* Kisisel sifrelerin degistirilmesi

° WEb uygUIama desteéi RVid? Screenshots
ecording /—%

* Belirlenen zamanda erisim 5 Live View  Records' View
HA =T u
* Gugla kimlik dogrulama (OTP, SMS) =y

File Transfer Session E-mail Security Event

° TACACS+ / RADIUS Control Metadata Notifications  Transfer

* AD Kdpruleme RECORD ACTIONS

* AD Grup Adresleme

( secharD
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SecHard Privileged Access Manager

Oturum Kaydi ve Kontrol

» Grafik ve text bazli oturum kaydi ve
tekrar izleme

 Komut engelleme

* Gercek zamanli erisim izleme ve
sonlandirma

e Kayith tim oturumlarda gelismis arama
yapabilme

* recordings

* Transfer edilen dosyalarin kopyasinin
alinmasi

SECHARD

Complete Zero Trust

Active
Directory

Windows

E/— Password History

Account Discovery

Regular Password Rotation

Protected Vault

Pass-Through Authentication

Reveal Account Password

Applications

Web-Applications




Serkan Akcan e TE g i e
CEO fane hl
serkan.akcan@sechard.com U

Next steps:

1. Book an online demo

2. Request a price guotation
3. Request a Proof of Concept
4. Have peace of mind

(V) SECHARD

Complete Zero Trust
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